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Motivation

SQL Injection Attack

I, Emblematic application-level attack
%. Caused by faulty user-input validation
_ Still occurs 25 years after its discovery [1], [2], [3]

(~-- ) o | | o)
O admin, "or 1=1;-- )Iﬂl =8| SELECT * FROM users WHERE >
@ | c:) @@ @E’ login="admin" and pwd = ""or 1=1;--"
L
Attacker Vulnerable Server SQL database

Figure 1: Exploitation of vulnerable login authentication through malicious
SQL code injection
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Motivation

SQL Injection Detection Systems

Dataset Link

Decision about

Observations -
maliciousness
Two components:
=TT 1. Collection mechanism N
f?\éEIPPARIS 2. DeCiSion engine
Figure 2: Intrusion Detection components
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SQL Injection Detection Systems
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. Decision about

Observations .
maliciousness

Two components:

=TT 1. Collection mechanism R

:%IPPARIS 2. DeCiSion engine

Figure 2: Intrusion Detection components
Q — chair SELECT * FROM products
D ‘ D > WHERE name="chair" ; ﬂ
L, I /) Lg
User " SQL database

Figure 3: Usual collection mechanisms locations: L, (server-side), L.,
(network-side) and L, (database-side)
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Motivation

Existing SQL Injection Detection Datasets

Dataset Link

SQL Injection Detection Systems need to be evaluated and compared
(i.e., we need datasets):

w3
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Kaggle SQL Injection Dataset [4]
No generation documentation
] String escaping errors break SQL parsing
Observation point is inconsistent: mixes L, and L,
WAF-A-MoLE [5]
“\_ Low diversity

] String escaping errors break SQL parsing
I, Contains label inconsistencies
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Motivation

Problem Statement

Dataset Link

=TT Existing datasets are not suited, for the evaluation of SQL Injection
Detection Systems. We need a novel, high-quality dataset.

N 1P PARIS

Design choices
J |Is application-specific
® Designed for unsupervised settings
©, Provides both server-side (L,) and database-side (L) observations
@ Is reproducible: no human factor in attack generation
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Related Work

How to characterize dataset quality ?



Related Work

IDS Dataset Quality

Three quality dimensions: Diversity, Realism and Documentation of
generation process [6], [7], [8]. We derived criteria:

Dataset Link

AtkDiv  The attacker should use varied attacks
iggml WLDiv The intended workload should be heterogeneous
Mk GenDoc Dataset documentation should entail the entire generation
process (and not only the attacks)
WLDoc The intended workload (i.e., benign queries) should be

described
Artefacts Experimental artefacts should be transparently described
Labels Labelling should be error-free
The intended workload should be realistic in terms of statement
types, user-input values and query structure complexity

AtkReal The attacker should use realistic attacks

WLReal
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Related Work

IDS Dataset Quality (ii

Dataset Link

Another dimension: Dataset Benchmarking capabilities (derived from
AT [71):

W2 IP PARIS

The test dataset should not be balanced (as it could lead to over-
optimistic precision and F1 scores)

The labels should be fine-grained: instead of benign or malicious
FineLab labels, the attack types should be described as well as whether
the attack was successful or not

The dataset must be of enough size for novel machine-learning
techniques that require considerable training data

Unbal

Size
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Approach

How to generate a dataset following these
criteria ?



Approach

Template-based generation

Dataset Link

/" Testbed —\

E A ([ Reat world Dataset design 7\ | infrastructure
@ project i _Server
DOLIINIE : ESIES simulator
! Database |%€V€ | Expert-defined =] ,
" schema | >| query templates Did the attack
query temp succeed ?
e »| Database content Attack queries
extract extraction > Benign
\ / generator Normal
MySQL database quenes

Is the query
syntactically valid
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Approach

Generating Samples from Templates

Dataset Link

- Based on the OurAirports (https:/[ourairports.com/) open-source
ﬁgg project.

« 62 different templates of queries were designed
» Various field types, tables, joins, function calls...

N 1P PARIS

SELECT r.name AS region name, COUNT(a.id) AS airport count FROM airport
a JOIN regions r ON a.iso region = r.code WHERE a.iso country =
{countries code} GROUP BY r.name ORDER BY r.name ASC;

Listing 1: Template airport-S5 used in Superviz25-SQL. The query retrieves
the number of airports in each region of a given country code.
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Approach

Generating Samples from Templates (ii)

Dataset Link

Benign
« Generated using real values from OurAirports dumps
e « Realistic workload distribution [9] : 70% SELECT, 10% UPDATE, 10% INSERT,
& o eans 9% DELETE, 1% admin
« Syntactic validity verification
SELECT r.name AS region name, COUNT(a.id) AS airport count FROM airport
a JOIN regions r ON a.iso region = r.code WHERE a.iso country =
"FI" GROUP BY r.name ORDER BY r.name ASC;
Listing 2: Benign query found in Superviz25-SQL generated from template
airport-S5 and "FI" — extracted from the project dump.
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Approach

Generating Samples from Templates (ii

i)

Dataset Link

Attacks
« Simulated SQL injection attacks using sqlmap
AT - Extensively used the options of the tool: techniques, mutation
@ e panis operators, initialization code to foster diversity and realism

« Options values provided as metadata

SELECT r.name AS region name, COUNT(a.id) AS airport count FROM airport
a JOIN regions r ON a.iso region = r.code WHERE a.iso country =
"MO'bGPxtt<'">kgTNMB" GROUP BY r.name ORDER BY r.name ASC;

Listing 3: Attack query found in Superviz25-SQL generated by the
invocation of sqlmap on template airport-S5 .
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Approach

Resulting Dataset

Superviz25-SQL
« Training set of 335,306 benign queries;
« Test set of 3,017,390 benign queries [ 336,281 malicious queries (90:10)

DB Benign (0) or attack (1)
| userinputs | The user input without the template, as observed in L,
_ The sglmap tamper-script used for this sample

The technique used by sqlmap, either boolean, error, inline, stacked,
time, union Or insider
© split " Proposed split for the dataset, either train or test

Table 1: Subset of the fields characterizing Superviz25-SQL samples
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Evaluation

e« What is the diversity of Superviz25-SQL ?
e Is Superviz25-SQL of enough size ?



Evaluation

Dataset Diversity

Dataset Link

The variability of the data across specific dimensions (semantic,
=EAL | syntactic, lexical, SQL dialect).

N 1P PARIS

« Vocabulary Size: The number of tokens in the vocabulary constructed
from all samples in each dataset

« Number of Unique Parse Trees: The number of unique parse trees in
each dataset

- Semantic Space Dispersion [10] : the average pairwise similarity
between queries in the semantic space of a Sentence-BERT model
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Evaluation

Dataset Diversity Evaluation

Dataset Link

Number Unique Semantic
Sample Vocabulary
= Dataset of : Parse Space
:ﬁﬁml Type Samples Size Trees Dispersion
@ e oans Superviz25-SQL Normal 3,352,696 459,215 58,891 0.01197
WAF-A-MoLE 345199 332,827 15,131 0.00623
Kaggle 19,537 14,471 515 0.01156
Superviz25-SQL  Attack 335,192 118,267 4,970 0.01103
WAF-A-MoLE 393,345 12,669 7,336 0.00991
Kaggle 11,382 10,805 242 0.01099
Table 2: Diversity Metrics Across Superviz25-SQL, WAF-A-MolLE, and Kaggle
datasets.
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Evaluation

Sufficient Size Evaluation

Is Superviz25-SQL of sufficient size to evaluate deep-learning-based

decision engines ?

« We evaluated the detection performance on a training set with twice
as many samples

« No significant performance change is observed; a performance
plateau is reached; the training set is of sufficient size

Dataset AUPRC ROCAUC
Superviz25-SQL 0.9576 0.9884
Big-Superviz25-SQL 0.9260 0.9881

Performance Difference -0.0316 -0.0003

Table 3: Secure-BERT [11] + Autoencoder Performance on Superviz25-
SQL vs. Big- Superviz25-SQL
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Baselines Study

What would be the classical experimental
evaluation protocol on our dataset ?



Baselines Study

Case Study

Dataset Link

We illustrate the proposed evaluation protocol using 9 Pipelines (feature
=TT extraction + detection mechanism):
@rooans C,, Feature extraction & Novelty detectors

« CountVectorizer ,
e Local QOutlier Factor

« Manually selected features specific to
SQL [12] (further denoted as Li) « One-class SVM

« Secure-BERT [11], a Sentence-BERT model
trained on cybersecurity data

« Autoencoder
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Figure 5: Baselines AUPRC
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Baselines Study

Recall per attack technique

Dataset Link

TELECO[“! . . . .

The metadata provided by the dataset allows fine-grained analysis.

y—— Such as Recall scores per attack technique :
Model Boolean Error Union Stacked Time |Inline Insider
CountVectorizer + AE 53.37% 2561% 37.20% 6.57% 14.52% 1.87% 0.00%
Li + AE 91.33% 79.80% 93.37% 65.97% 59.61% 74.30% 79.61%
Li + OCSVM 91.49% 7704% 93.77% 6712% 61.98% 66.74% 73.74%
Secure-BERT + AE 92.30% 7814% 8314% 63.47% 6211% 75.95% 99.27%

Table 4: Most performance baselines recall scores per attack technique
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Conclusion

Summary

Dataset Link

« Superviz25-SQL is:
» an Unsupervised SQL Injection
Detection Dataset
» designed with a focus on Realism,
Diversity, proper Documentation and
Benchmarking
- We evaluated its Diversity and Size
« We provided the recommended
evaluation protocol on our dataset
and the performance of baselines
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Thanks

f Testbed

Dataset Link

— Dataset design N\ | infrastructure oo
| prci)ject . | % simulator
Dataset | Kaggle V;I,Ifl_eA_ SUpS&'LZZS_ ] Seoma | aer termples T e ek
=TT GenDoc | % V] m | | e [ Berian ,@ pec e
m WLDoc X 4 4 - e MySQL datab:: gll?(;?::sl
Artefacts X ) 4 V| \ syngcﬂt:'sa%;e\gﬁd
Labels X X !
WLReal X X 4 This work has been partially supported by the French
AtkReal ? 4 4 National Research Agency under the France 2030
WLDiv | [4 4 V| label (Superviz ANR-22-PECY-0008). The views
AtkDiv ? V| V| reflected herein do not necessarily reflect the opinion
Unbal X X v of the French government.
FineLab X X v
e 2 2 v - Dataset available at: https://zenodo.org/records/
17086037
« Replication code available at: https://github.com/
gguetel/sqlia-dataset-generator
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Appendix

Superviz25- SQL Sample Metadata

_ Benign (0) or attack (1)
| userinputs | The user input without the template, as observed in L,

| tamper method = The sqlmap tamper-script used for thls sample
| attackstatus | The sqlmap attack campaign status, either success or failure

Statement type, either select,delete, execute, update, admin or
insider

The expert-defined template ID from which the sample was
generated

_ Attack campaign identifier

The technique used by sqlmap, either boolean, error, inline,
stacked, time, union Or insider
" split | Proposed split for the dataset, either train or test

Table 7: Fields characterizing each Superviz25-SQL sample and their description
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Appendix

Adding Insider Attacks

What would be the detection performance on a different applicative
attack ?

« Insider attack: action that puts an organization or its resources at risk.

Usually consists of financially motivated data dumps [13], [14].
« Also generated using sqlmap campaigns, in direct connection mode and

various extraction objectives.

SELECT description, type, airport ident, airport ref, frequency mhz, id
FROM dataset.airport frequencies ORDER BY 1id

Listing 4: Insider attack query generated by sqlmap using direct access mode.
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